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   Abstract—Mobile ad-hoc networks (MANETs) accept that 

mobile nodes deliberate cooperate in order to work properly. This 

cooperation is a cost-exhaustive activity and some nodes can 

refuse to cooperate, prominent to a selfish node behavior. Thus, 

the complete network performance could be seriously affected. 

Thus, we recommend collaborative contact-based watchdog 

(CoCoWa) as a cooperative method based on the diffusion of local 

selfish nodes consciousness when a contact occurs, so that 

information about selfish nodes is rapidly propagated. In this 

selfish node detection data packet transmission between the nodes 

the routing path is established and maintained as long as it is 

needed and routing overhead is greatly reduced. Because of using 

Ad hoc On-Demand Distance Vector Routing protocol (AODV) 

but this approach is possible large delay from the moment the 

route is necessary until the time the route is actually acquired. 

The simulation result shows that the detection of selfish node with 

large delay. Thus shortcut tree routing (STR) protocol has been 

proposed in future work which is used for improving the 

performance of the selfish node and also Route discovery 

overhead with low memory consumption and it provide the 

optimal routing path. 

 

Index Terms— Mobile ad hoc network (MANET), 

Collaborative contact based watchdog timer (CoCoWa) selfish 

node detection, Ad hoc on demand routing protocol(AODV), 

Shortcut tree routing(STR). 

 

I. INTRODUCTION 

 

COOPERATIVE networking is presently receiving signifi cant 

Attention as an emerging network design approach for future 

mobile wireless networks. Effective cooperative networking 

can prompt the development of advanced wireless networks to 

cost-effectively deliver services and applications in contexts 

such as vehicular ad hoc networks (VANETs) or mobile social 

networks. Two of the basic technologies that are measured as 

the core for these types of networks are mobile ad-hoc 

networks (MANETs) and resourceful and delay tolerant 

networks (DTNs).The cooperation on these networks is 

generally contact based. Mobile nodes can straight 

communicate with each other if a connection occurs (that is, if 

they are inside communication range). Supporting this 

cooperation is a cost intensive activity for mobile nodes. Thus, 

in the real world, nodes could have a selfish conduct, being 

unwilling to forward packets for others. Selfishness means that 

some nodes refuse to forward added nodes’ packets to save 

their own resources. 

   Therefore, detecting such nodes quickly and correctly is 

necessary for the overall performance of the network. Previous 

works have established that watchdogs are suitable 

mechanisms to detect misbehaving and selfish nodes. 

Essentially, watchdog systems overhear wireless traffic and 

investigate it to decide whether neighbour nodes are 

performing in a selfish manner. When the watchdog detects a 

selfish node it is noticeable as a positive detection (or a 

negative detection, if it is detected as a non-selfish node). 

However, watchdogs can fail on this detection, generating 

false positives and false negatives that seriously injury the 

behaviour of the system. 

   This selfish node detection introduces Collaborative 

Contact-based Watchdog (CoCoWa) as a new scheme for 

identifying selfish nodes that combines local watchdog 

detections and the broadcasting of this information on the 

network. If one node has earlier detected a selfish node it can 

transmit this information to other nodes when a contact occurs. 

This way, nodes have second pointer information about the 

selfish nodes in the network. The goal of our Methodology is 

to reduce the detection time and to improve the accuracy by 

reducing the effect of both false negatives and false positives. 

Although some of the aforesaid papers introduced some degree 

of collaboration on their watchdog schemes, the diffusion is 

very expensive since they are based on periodic message 

dissemination. In order to calculate the efficiency of CoCoWa 

we first introduce an analytical performance model. We model 

the network as a continuous time Markov chain (CTMC) and 
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derive expressions for finding the time and overhead (cost) of 

detection of selfish nodes under the influence of false 

positives, false negatives and malicious nodes.  

 

 
  

     Fig. 1. An example of how CoCoWa works. 

 

   An example of how CoCoWa works is outlined in Fig. 1. It 

is based on the combination of a local watchdog and the 

diffusion of data when contacts between pairs of nodes occurs. 

A contact is defined as an occasion of transmission between a 

pair of nodes (that is, two nodes have adequate time to 

communicate between them). Assuming that there is only one 

selfish node, the figure shows how primarily no node has 

information about the selfish node. When a node detects a 

selfish node by its watchdog, it is marked as a positive, and if 

it is detected as a non selfish node, it is marked as a negative. 

Future on, when this node contacts another node, it can 

transmit this information to it; so, from that instant on, both 

nodes store information about this positive (or negative) 

recognitions. Therefore, a node can become aware around 

selfish nodes directly (using its watchdog) or indirectly, 

through the collaborative transmission of information that is 

provided by other nodes.            

II. ARCHITECTURE OVERVIEW 

     A selfish node usually rejects packet forwarding in order to 

Save its own resources. This behaviour implies that a selfish 

node neither take part in routing nor relays data packets. A 

common technique to detect this selfish activities is network 

monitoring using local watchdogs. A node’s supervisory body 

consists on overhearing the packets transmitted and received 

by its neighbours in order to detect differences, such as the 

ratio between packets received to packets being retransmitted. 

By using this modus operandi, the local watchdog can generate 

a positive (or negative) detection in case the node is acting 

selfishly (or not). Fig. 2 shows the functional structure of 

CoCoWa and we now detail its three main workings. The Local 

Watchdog has two occupations: the detection of   selfish nodes 

and the detection of new contacts. The local watchdog can 

create the following events about neighbour nodes: PosEvt 

(positive event) when the watchdog discovers a selfish node, 

NegEvt (negative event) when the watchdog become aware of 

that a node is not selfish, and NoDetEvt (no detection incident) 

when the watchdog does not have sufficient information about 

a node (for example if the contact time is very low or it does 

not listen to enough messages). The detection of new contacts 

is based on neighbourhood packet eavesdrop on; thus, when 

the watchdog earwigs packets from a new node it is assumed 

to be a new contact, and so it makes an event to the network 

information part. 
 

   The Diffusion module has two functions: the transmission as 

well as the reception of positive (and negative) revealing. A 

key issue of our approach is the diffusion of information. 

However, transmitting lone positive detections has a serious 

drawback: false positives can be spread over the network very 

firm. Thus, the transmission of negative detections is necessary 

to defuse the effect of these false positives, but sending all 

well-known negative detections can be difficult, producing 

excessive messaging or the fast diffusion of false negatives. 

Consequently, we introduce a negative diffusion factor that is 

the ratio of negative detections that are actually transmitted. 
        

 
 Fig .2. CoCoWa architecture. 

 

Updating or associating the information is another key issue. 

This is the function of the Information Update module. A node 

can have the following interior information about other nodes: 

NoInfo state, Positive state and Negative state. A NoInfo state 

funds that it has no information about a node, a Positive state 

means it believes that a node is selfish, and a Negative state 
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means it trusts that a node is not selfish. A node can have 

direct information (from the local watchdog) and secondary 

information (from neighbour nodes). CoCoWa is event driven, 

so the state of a node is reorganised when the PosEvt or 

NegEvt proceedings are received from the local watchdog and 

diffusion modules. 

III. DATA PACKET TRANSMISSION 

   In mobile Ad Hoc network the mobile nodes are coordinate 

each other and working together in this environment some 

nodes are refuse to other nodes it is called selfish node.  The 

watch dog mechanism is used detecting selfish node and 

routing overhead is improved by using ZigBee tree routing 

protocol and Ad Hoc on Demand routing protocol. Main 

objective is improving the performance of the selfish node by 

using this protocol. 

A. Routing method  

    The AODV (Ad-Hoc On-Demand Distance Vector)   

protocol is a reactive routing protocol that uses some 

characteristics of proactive routing protocols. Routes are well-

known on-demand, as they are needed. However, once 

established a route is maintained as long as it is compulsory. 

Reactive (or on-demand) routing protocols find a path between 

the source and the destination only when the path is needed. 

An advantage of this approach is that the routing overhead is 

greatly reduced. In AODV, the network is quiet until a 

connection is needed. At that point the network node that 

needs a connection broadcasts a request for connection. Other 

AODV nodes onward this message, and record the node that 

they heard it from, creating an explosion of temporary routes 

back to the indigent node. When a node receives such a 

message and already has a route to the desired node, it sends a 

message in reverse through a temporary route to the requesting 

node. The needy node then begins using the route that has the 

minimum number of hops through other nodes. Unused entries 

in the routing tables are recycled after a time. 

     It creates no extra traffic for communication along existing 

links. It is having routes destination sequence numbers are 

applied to find the up-to-date route to the destination. It route 

requests have a "time to live”. This Ad-Hoc on demand 

routing rules is used for route the packets in this environment. 

In this mobile adhoc network the mobile nodes should be 

transparently working some nodes not working properly this 

nodes called selfish node it should be transmit the packets but 

it not contains any data so entire performance of the network is 

affected but this protocol suitable for this data packet routing 

and also audit-based misbehaviour detection (AMD) packet 

dropping method is using this protocol.   

B. Detection of packet droppers 

  Packet dropping due to this method the node act as the 

misbehaviour node. The Audit based misbehaviour detection 

is used to find the packet droppers. AMD enables the per-

packet evaluation of a node’s behaviour without 

experiencing a per-packet overhead.  AMD [3] enables the 

synchronized first-hand evaluation of the behaviour of 

several nodes that are not essentially one-hop neighbours. 

Overhearing techniques are inadequate to one hop. AMD can 

operate in multi-channel systems and in networks with 

directional antennas. Current packet eavesdrop on techniques 

are only valid when transmissions can be overhead by peers 

operating on the same frequency band.  AMD identifies 

selective dropping behaviours by permitting. The source to 

perform matching against any preferred selective dropping 

patterns. This is particularly significant when end to- end 

traffic is encrypted. In the latter setup, only the source and 

destination have entree to the contents of the packets and can 

detect selective dropping. We show that AMD can create 

paths consisting of highly reliable nodes, subject to a desired 

path length constraint. When paths contain mischievous 

nodes, these nodes are efficiently located by a behavioural 

audit process.  

 

 
 

Fig. 3. The AMD system architecture. 

    AMD provides a comprehensive misbehaviour identification 

and node isolation system for eliminating misbehaviour from a 

given network. This system contains of the integration of three 

modules: a reputation module, a route discovery part, and an 

audit module. These modules closely interact to coordinate the 

functions of misbehaviour detection, discovery of trustworthy 

routes, and calculation of the reputation of peers. A schematic 

of the relationship between the three modules of AMD is 

shown in Figure 3. The reputation module is responsible for 

managing reputation   information based on the 

recommendations of the audit segment. Reputation values are 

exploited by the route discovery module for establishing routes 

that exclude nodes with low reputations.  

     Finally, the audit component efficiently identifies 

misbehaving nodes via an audit process. This process is 

accelerated based on input received from the reputation 

module. We note that while several techniques have been 

proposed for reputation management and reputation-based 

route discovery, in AMD, we develop novel methods for these 

two functions that integrate efficiently with the per-flow 
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behaviour evaluation implemented by the audit element. We 

now describe the three modules in detail. We take into account 

both first-hand and second-hand information. Information is 

considered to be first-hand if it is obtained by direct 

interaction between nodes (e.g., node ni routes information via 

node nj), and is considered to be second-hand if it is indirectly 

obtained based on the opinions of other nodes. 

IV. SYSTEM MODEL 

      Using _ as the contact rate between nodes, we can model 

the network using a 4D continuous time Markov chain 

(4DCTMC). The network is modelled as a set of N wireless 

mobile nodes, with C collaborative nodes, M malevolent nodes 

and S selfish nodes. Our goal is to obtain the time and 

overhead that a set of nodes need to detect the selfish nodes in 

the network. The overhead is the number of information 

messages transmitted up to the detection time. Note that the 

following models evaluate the detection of a single selfish 

node. The effect of having several selfish nodes in a network is 

easy to evaluate, and it does not require a specific model. If we 

assume that selfish nodes are not cooperative, we can analyse 

the impact of each selfish node on the network independently. 

In the case of several selfish nodes on a network with N nodes, 

we can assume that there are cooperative nodes. 

V. COMPARISON WITH OTHER APPROACHES 

   In this network the nodes inter contact time is achieved same 

as the approach for Mobile Ad-hoc network and Delay tolerant 

network.  

     Mobile Ad-hoc networks: Mobile ad-hoc networks 

(MANETs) are composed [4] of mobile nodes connected by 

wireless links without using any pre-existent substructure. 

MANET nodes rely on network cooperation schemes to 

properly work, forwarding traffic dissimilar to its own use. 

However, in the real world, most nodes may have a selfish 

behaviour, being unwilling to forward packets for others in 

directive to save resources. Therefore, detecting these nodes is 

essential for network enactment. Watchdogs are used to detect 

selfish nodes in computer networks. A way to reduce the 

detection time and to improve the precision of watchdogs is 

the collaborative approach. This paper proposes a 

collaborative watchdog based on contact diffusion of the 

detected selfish nodes. Then, we introduce an analytical model 

to evaluate the detection time and the price of this 

collaborative approach. Numerical results show that our 

collaborative watchdog can dramatically decrease the overall 

detection time with a reduced overhead.  

   Formally, we have a network of N wireless mobile nodes, 

with C collaborative nodes and S selfish nodes. Initially, the 

collaborative nodes have no information about the selfish 

nodes. A collaborative node can have a positive when a 

communication occurs in the following way:  

 Selfish contact: one of the nodes is the selfish node. 

Then, the collaborative node can detect it using its 

watchdog and have a positive about this selfish node. 

Nevertheless, a contact does not permanently imply a 

detection. To model this fact, we introduce a 

probability of detection. This probability depends on 

the effectiveness of the watchdog and the type of 

contact (for example if the contact time is very short, 

the watchdog does not have enough information to 

evaluate if the node is selfish or not). 

 Collaborative contact: both nodes are combined. Then, 

if one of them has one or more positives, it can 

transmit this information to the extra node; so, from 

that moment, both nodes have these positives. As in 

the selfish contact case, a contact does not always 

denote a collaboration. We model this with the 

probability of collaboration (pc). The grade of 

collaboration is a global parameter of the network to 

be evaluated. This value is used to reflect that either a 

message with the facts about the selfish nodes is lost 

or that a node temporally does not collaborate (for 

example, due to a failure or basically because it is 

switched off). In real networks, full collaboration (pc 

= 1) is almost impossible. 

   Delay Tolerant networks: Due to the uncertainty of 

transmission opportunities between mobile nodes, delay 

tolerant networks (DTNs) exploit the opportunistic [2] 

forwarding mechanism. This mechanism requires nodes to 

forward messages in a cooperative and selfish way. Though, in 

the real word, most of the nodes exhibit selfish behaviours, 

such as individual and social self-regard. In this paper, we are 

the first to investigate how the selfish behaviours of nodes 

affect the performance of DTN multicast. We deliberate two 

typical multicast relaying schemes, namely, two-hop relaying 

and epidemic relaying, and study their performance in 

relations of average message transmission delay and 

transmission cost. Precisely, we model the message delivery 

process under selfish behaviours by a 3-D continuous time 

Markov chain; under this model, we originate closed-form 

formulas for the message transmission delay and cost. Then, 

we evaluate the accuracy of the proposed Markov chain model 

by relating the theoretical results with the simulation results 

obtained by simulating the message spreading under both two-

hop and epidemic relaying with different network sizes and 

mobility models. Our study shows that different selfish 

behaviours may have different impacts on different 

performance metrics. In addition, selfish behaviours guidance 

epidemic relaying more than two-hop relaying. Furthermore, 

our results show that the performance of multicast with selfish 

nodes be contingent on the multicast group size. 

   In contrast, social selfishness has a different effect from that 

of individual selfishness of not forwarding message; it 

increases the message delivery delay and at the matching time 

decreases the delivery cost, which demonstrates that DTN 

multicast is robust to social selfishness. Regarding the 

robustness of different relaying schemes, we find that the node 

selfish behaviours have more impact on the performance of 
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epidemic relaying than that of two-hop relaying. Moreover, 

our results show that the multicast concert measures, i.e., 

message transmission delay and cost, depend much on the 

number of multicast destinations when the system contains 

nodes that behave selfishly. 

   In the past few years, many routing and forwarding 

algorithms have been proposed to improve the performance of 

DTN unicast routing. Epidemic routing is a flooding based 

protocol, which replicates messages at every contact. A 

number of approaches have been proposed to reduce its 

overhead.  Among them, there are opportunistic-forwarding 

(or probabilistic-forwarding)-based approaches that rely on 

probability metrics such as time passed since last encounter  

social similarity , geometric distance , and so on. 

These routing schemes try to achieve short message delivery 

delay and moderately low transmission cost. However, there is 

a trade-off between them. Obviously, this new routing 

mechanism requires nodes to forward messages in a 

cooperative and selfless way. For example, when the next hop 

is not immediately available for some node to forward a 

message, the node should utilize its own limited buffer to store 

the message, carry the despatch along the movement, and 

forward the message when it moves within the transmission 

range of other nodes that help to deliver this message further. 

VI. EXPERIMENTAL RESULT 

A. Figures and Tables 

   In this network the data packet transmission Ad-hoc on 

demand protocol is used. It deliver the various parameter such 

that Memory consumption, Hob count, Packet delivery ratio, 

Average End-to End Delay, Retransmission, and Routing 

overhead.   

   Memory consumption for routing: Due to the packet 

transmission each and every node has own memory for saving 

the data content in temporary to send neighbor nodes.so Ad-

hoc on demand routing protocol combined with watchdog 

mechanism provide the low memory consumption. 

Comparable with other protocol this protocol provide the 

minimum memory consumption.  

        

 

 

Fig .4. Memory consumption for routing  

 

   Hob count: In this data broadcast the packet transmitted to 

one node to another node is called hob count. Such that using 

this Ad-hoc on demand routing protocol combine with 

watchdog it gives the minimum hub count.    

  

 
 

Fig .5. Hob count 

   Packet delivery ratio: This parameter is shows that how 

along time all the packet should be transfer to the one node to 

another node it will growth the through put and also 

performance of the entire network is improved. In this 

collaborative contact based watch dog timer detect the selfish 

node and send the packet quickly by using this parameter the 

packet should be delivered entire node the way of routing path.   

 

 
 

Fig .6. Packet Delivery Ratio 

 

   Average End-to End Delay: During the packet transmission 

any routing path is disable or problem occurs in this action the 

delay will be happened it should be seriously degrade the 

performance but the routing protocol is minimize average 
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delay. Watchdog appliance is together this routing protocol it 

deliver the result is accurate comparable to other protocol.          

 

 
 

Fig .7. Average End-to End delay  

 

   Retransmission: Entire this network environment all the 

nodes are send the data packet to other node so the 

communication will be started. This situation some nodes are 

pass the data packet all nodes but the packet should not reach 

properly in other node because of routing path, memory 

consumption, and delay. So the packet is retransmitted to other 

node due to this process whole operation is affected but this 

directing procedure reduce the retransmission so that over all 

functioning is improved. 

 

 
 

Fig .8. Retransmission 

 

   Routing Overhead: The routing path is route the packet to 

all network component. This phenomenon is reach the 

destination with help of the IP address, packet size and also 

sequence number and main transmission is happened by 

routing technique it will be reduced the routing overhead and 

this result is getting by the Ad-hoc on Demand protocol 

associated by watchdog process.  

 

 
 

Fig .9. Routing Overhead 

 

The following above this parameter are improving the 

performance of the selfish node also detect as soon as possible. 

When the node is find selfish node behavior that particular 

node should be recovered by the normal node because this 

nodes are internal nodes. The attacker node only eliminated 

since that node is external and also independent node it spread 

the selfish behavior.  

VII. CONCLUSION   AND   FUTURE WORK 

   Mobile ad-hoc networks (MANETs) adopt that mobile nodes 

voluntary cooperate in order to work properly. This 

cooperation is a cost-intensive motion and some nodes can 

refuse to cooperate, leading to a selfish node behavior. Thus, 

the whole network performance could be seriously affected. 

Thus, we recommend collaborative contact-based watchdog 

(CoCoWa) as a collaborative approach based on the dispersion 

of local selfish nodes awareness when a contact occurs, so that 

information about selfish nodes is quickly circulated. In this 

selfish node detection data packet transmission between the 

nodes the routing path is established and maintained as long as 

it is needed and routing overhead is greatly reduced. Because 

of using Ad hoc On-Demand Distance Vector Routing 

protocol (AODV) but this approach is possible large delay 

from the moment the route is required until the time the route 

is actually acquired. The main advantage of this protocol is 

http://www.ioirp.com/
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taking routes established on demand and that destination 

sequence numbers are applied to find the latest route to the 

destination and AODV is that it creates no extra traffic for 

communication along existing links. Future work Short cut tree 

routing is used for increasing the throughput and selfish node 

detection time is reduced. 
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